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Crypto?
Kryptosf&ik + Graphein® % (il 30)

AEENXY  —IRFE-— TS R 3

privacy, integrity. non-repudiation
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o Wi
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e Digital Slgnature L
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o RIS RAR 7T
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A &)

JINEE Encrypt : $5 45 BH SCHS i FEAERR - B RIS S, AR R A 4 N
fif 5 Decrypt : FEiSH8 SCAE I Fe A AR A B B O, SRR - 2 R
BH 3C Plaintext : J4E BIRIEAE.

% 3L Ciphertext : %% BJFAE.

#5215 Algorithm : fERAE HERT ERORE T

RS EE EL BL B AR B AR e (RN | iR s iE..) BUTEH LA
B8 | i Key : IS By R A 1t
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how to [BHCrypto

3 .
i) }9'CWPtoﬂsz% ‘
st ET R &
o rapidtables & .
fiA .
o python s
© Cpp ,‘"’;'\‘fgyptotﬂ%ﬁg ‘
O java M
o shell script i)
m bash shell... ‘
1 52
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HF R

e Base
o HE (MW -> EEWR)
o 2HJ10:RA= 1024

o 1Byte=8bit . 1GB=1024MB. 1KB=1024Byte

1
0
0
0
1
1
0
0

O O = = O O O -
O | O|=m | = 10| 0|0 |-
O O = =2 O O = =
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CSE A

10 (Decimal, ##DEC): 178, PS: BEEMREY, EiZREM178
23 (Binary, fi#8BIN):10110010,,,. 0610110010
811l (Octal, #i#80CT):262 5

163l (Hexadecimal, fI#8HEX): B2, . 0xB2  PS: BF#5%0~9. A~F
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25 il

Binary f&#EBIN

.exe

bit 77 E
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HEX

file signature. $A3E

0) Q=

FEFEER

ex: hex to ascii

165E il

o

O 0O N O O & W N =

+
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c
D
E
F
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weight

2 To)

weight(#2 &) >> 101 100
210 + 71 =21
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weight

2 s

weight(#£ &) >> 16"1 160
216 + 71 =39
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byte

01000000

2"4-16 2"4-16

2"8=256 0 1 BN 2
; : \:ﬁ! y /
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A B
A=10
10*16 + 2*1 =162

162R%EMREY

Online Tools

RapidTables

Home > Conversion > Number conversion > Hex to binary

Hex to Binary converter

From To

Hexadecimal ¥ Binary

Enter hex number

A2

EED

Binary number

10100010

Decimal number

162

— 17 python

>>>|print(bin(0xA2))

Obl10100010
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weight

101100

I B S .
weight(f2 E) > 2%4 2*3 2*2 21 2*0

116 + 0"8 + 14 + 1*2 + 0" = 22
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BFrARitms

- Base 10 to Base 2 - Base 10 to Base 16
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0x03 #m A5
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Bz

e encode & decode fRIEFARS

o EXFEHMHEBFERIERN

o #iN. fiZ%
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o EHES

oDe|S

e ASCII

o KNINBEX. HF. FRMIE

8

STO S

o CR.LF

,,
zTcc~un

e Unicode (UTF-8)

RN c LN )

F
l_
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|
H
N
/ 0
{4 P
1 0
2 R
3 S
4 T
U
Y
W
¥
Yy
z
[
\
1

o TAIEAX

I':>‘ e N X

S7HE - peL 15EE

e Url encoding (Percent-encoding by meowkb.tw



Base

]
=
A
2%
e
<77
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e
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i
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e Base16/32/64/85

o KNINEHEX.EF.+

= (2] hal m o (o] @ >

o 3E=FEI—#H, A=fRE

R
S
il
u
v
w
X
Y
z

©w -] | @ (%] -~ w N . o ~N

o [E /i baseb4

= ~ -
+

o EHIIBEERE




e & Base

e Basel16 e Base32
o IRhexMIFiT—& o RAKXE
o FEH= o EZIN{E=
e Basebt4 e Base85
o A/IMNE EZ2E= o HisERELR—B
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0x04 HELZ TR 2
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easy o # iN %
o EaSubstitution

o ROT-13

o Caeser Ciphers|iEZHE
o HMEEERENE

o {I#ZShift




0x05 IR & I 22
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— Rhmh 71 Kl

JELFEXINE (2 Key
#HE (1 Key

%#fti%&Hash ( 0 Key
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0x06 73HH % A%
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akal& 8 hn =%
L=
FEFAXOR (A4

ECB. CBC. CFB. OFB



https://www.cnblogs.com/sjyu/p/12810759.html

o exFAE=E%EHswap value

https://github.com/KvN1027/swap value without third



https://github.com/KvN1027/swap_value_without_third

https://github.com/KvN1027/swap value without third



https://github.com/KvN1027/swap_value_without_third

#8245 _ECB. CBC




AES

ﬂ: ﬁ( DES, 4~1& E Zz é BXTHA = BT

“ The agile white cat
jumps over the
sleeping dog. ”

Leem? Lecm?
ECB. CBC. CTR., CFB. OFB . T , EEmEm T

(=SS o
PADD | NG (*ﬁ1ﬁ B : HEEREEE

128bit

“ akjshffdkg,najf!@%&d
Ifa fapuw S;lkssdHfjsd%
figznxvs| jdfjFD

“ The agile white cat
jumps over the
sleeping dog. ”

128, 192, 2564

o PKCS5Padding(164iz)
m {1,2,34,5,43ab,cde}>{1,2,34,5,a,b,c,d,e,56,6,6,6,6,6}

o 18010126Padding(164i)

128bit

m {1,2,34,5,3a0b,cde}>{1,234,5,a,b,c,dew@,3,4,C,6}



0x06 JEEHFER N
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JEEHTE U0 Z AR (AR EEE A B ah)

EEEalice Iz bob
HE N iEka alice . .

& [El%5 bob
ﬂ. \

XORMEBHER, BLBRER
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RSA

e hint: RSA% Al & =18 A 814 ECEHEE
o MMREHMH S AE
o IRIFENER. BRAIEKEX., RER
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L~

EHAESRANES p Al q RSA #)88:EE
ATEREEERMERE n=pxq
HAEH/NA N BE n EEMEEEZ en)=(p -1)(q-1)
EH—EEH e (EREMOEE)
a. EERHE
. 1<e<q(n)
. e -E'ﬂ- (P(n) Eg(meansi’i’ﬁ#\ﬁ%
iTE d (FAE)
a. d e BIEER
i. exd/@NERELAE 1  (exo(n)=20 -> e=3 d=7 -> 3*7/20=1)
i. Eittd=e-1mod
A 1%
a. o8 KU = {e, n},
b. F$8 KR ={d, n}.

juj
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RSA_INZ R 8

1. SERBAXEAZF (M), FRRETFRTERERS

2. m® (modn)=c

e& NI nAEH(p*q) cAEREZEX
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' REHREBEAFR 1!

52 jif| 2= 21 [
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i

"
li

ECCifs

RNz

Elliptic Curve Cryptography

EHEXINE ’ —/
A BB Rkey ERENBIBME =

ox: RESHE. LIS ‘
ECCTooL
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https://www.pc6.com/softview/SoftView_1179178.html

ECCifs

i

"
li

RSA vs ECC Eb#&

PKI Algorithm RSA
Key Size Security: 280 @ 1024-bits
Security: 2112 @ 2048-bits
Security: 2128 @ 3072-bits
Security: 2:92 @ 7680-bits

Security: 2256 @ 15360-bits

RNz

ECC

Security: 280 @160-bits
Security: 2112 @224-bits
Security: 2128 @ 256-bits
Security: 2192 @386-bits
Security: 2256 @512-bits

ECTEEHAR CBEAI &
EEREREEREE/N

EmEEIER HEFRITBRERE




ECCifs

MO
oy
11y
I
EX

I
Rt

o HFEHRMEA o BRI

|

2 3
y=X+ax + b RS

e
heprpipory sf ERET
BERTZI2IR%8 (ECDLP)




[CCfsEs#R Mm% P. QMBELiERE R

o A o X o MHERE




ECCHE Bl gl 45 hn 25

WEEl R A TE X Ay2=x3+ax+b
Itk FER R PR 5 3 8 7S x b (y=0)**
SIRER

BHakbirFimE
4a3+27b2#0, T EEHERIRE &
iR, EHME—#
MEBAITTHROS —HEES IR
25, It £ 0=-0
tEEMTRINRRE: #HE
HRLE=MH{BRRSSH0

P. QF

7 2hdefine
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o

ECCfs

mmnz P,

\
Li

Ri&En¥X(as Private Key) E15Z|
—{E & ¥ E5Q(as Public Key)

niBER K
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ECCfs

wRINE  EERUE

i
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BRefgix [CCHsERR BRI

1. BEAERTE — £ E & MENEERIEEP(a,b)(I0:y?=x3+ax+b), MEIEEIR E—2 | EAREG,
2. ARPAEE—EFZRBK, 4L R ARZBK=KkG,

3. FAFA%Ep(a,b)f12EK, GE#EFB,

4. FAFBEIER®R , B EHABASXIRIESIEp(a,b) L —EEM, i & 4 —EREHEE S (r<n),

5. AFBEtEEC1=M+rK;C2=rG,

6. AFBFC1., C2{E#E HFPA,

7. AFAEIIE R&, STEC1-kC2, #ERMEEM
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hash

(Key)
Joe

Sue
Dan
Nell
Ally
Bob

oy v v vy

(Hash function)
(Hash function)
(Hash function)
(Hash function)
(Hash function)
(Hash function)

=

(hash value)

_)

e
>
5
e
>

4928
7291
1539
6276
9143
5278

mod
mod
mod
mod
mod
mod

Vi Ulounounounon

(stored index)

Il
W W o= B e W
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=

e md5

il
ko

o 1§

A

% AL
oo
My RA Ky

e sha0/1/2/3

o sha2 —> bitcoin
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o TilliEIEE
o hBEE|RIE
o HIZFE

o FREHFEERE
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